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Abstract

Research Title guideline for developing cyber intelligence capabilities in

the Royal Thai Airforce
Name Wing Commander Burirat Khemthong
Research Consultant Group Captain Pinyo Sriwiriya

Research Advisor Group Captain Suwit Thithong

The objectives of this research were to study capabilities of cyber intelligence
in supporting cyber security measures and the practice of cyber intelligence of the
Royal Thai Air Force, to analyze capabilities of the cyber intelligence in the Royal Thai
Air Force, and to present a model of cyber intelligence in the Royal Thai Air Force that
is in accordance with national strategies and policies. The research was framed with
the cyber intelligence in the Royal Thai Air Force according to the national strategies

and policies.

The research conducted the qualitative approach, using primary data, i.e., articles from
textbooks, research papers and related documents; The data was analyzed with the
critical approach. The research found that cyber intelligence in the Royal Thai Air Force
had capabilities were identifying threats and practice, building cyber security database,
preparing cyber environment, and cyber targeting to support proactive measures. This
research presented Diamond model. The Diamond model is the cyber intelligence
model that is in accordance with the cyber security of Royal Thai Air Force The research
suggested that the executive officers should focus on cyber intelligence. The
intelligence units should play an important role in implementation and the Royal Thai
Air Force should improve the structure of the intelligence units and improve the cyber
intelligence officers in the operational and strategic levels. The officers should be
skillful in intelligence and cyber practice. Furthermore, there should be collaboration

among the cyber intelligence units of the Ministry of Defence, other units, and other



countries. This could be done by linking database to every unit in order to exchange

intelligence and assist each other in case of cyber emergency situation.
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CYBER INTELLIGENCE

The products and processes across the inteligence cycl of assessing the copabilfes inenfions, and
activies - echnical and othenise -of potential adversaries and compefitors i fhe cyber domain
(with cyber counternteligence s a sub-dicipline)

TECHNICAL CONPETENCIES

The fechnical foundafion for understanding the hardware
and software of information and communicafions
fechnology, especially os thy relate fo cybersecuriy.

ANALYTIC COMPETENCIES

The human science basis for complex analyss of dafa and
informaion from a variety ofsources, nluding foundafions
ofsrtegy, cical and systems thinking,reasoning and
logic, problem sohing, and decision making.

KNOWLEDGE NANAGEHENT (INFORMATICS CONPETENCES

The knowledge management and informafion science
foundation for planning and organizing information
collection (collecfion managemen), appling fools fo
gather and support complex data and information analysis
and presenafion.

(ONTEXTUAL DOMAIN CONPETENCIES

The sedoﬁspeci{\c, nuﬁunu\/rsg\om\, and/or socioculural

L foundations for analyzing complex problems; idenfying

key actors and roles; assessing percepfions iferests and
intenfions; sensemaking; drawing inferences from acions

(OMMUNICATION AND ORGANIZATIONAL CONPETENCIES

These competencies emphasize clear expression

of opinions and reasoning, along with effective |
communication of one's deas in wrting, oral
presentation, and visual display, as wellas project
management kils

a

[
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and behaviors; and disceming situational influences.

Problem Soling — Research Methodologies r— Collcion Management
Diversy ofPespective plor t— Open Source Data
Problem Definon [ Wlokufok — Defending Assessments
Big Fctue/Scope
Management
RITICALTHINKNG DATACOLLECTON & EXKMINATION
(YBER INTEL ANALYST (YBERINTEL ANALYST
T (oreCompeences & il
(OMPUTIN FUNDAMENTALS IRFORAATION
= Imiste (— Nenvorks & Nemorking — Vunerobty Asessments
I P — Operating Systems — Crypography
- ?:mo‘g;:‘fd — Datoboses — Tedhical Arhitecre
I— — Programming — Informaton Architecure
E— (— Scriging +— Nevork Defense
I L Data Mining L Incident Rsponse
— Adoproble

a o
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#1171 - Information Security Education Carnegie Mellon University, Online, 2017

Juvestindmseiininsomielaiues

[ 1 s
Wuresnurninselaiues

ﬁm : CTI -EU | Bonding EU Cyber Threat Intelligence ENISA, Online, 2017

(ONRUMCATON

= Technical Wring

— Wrng for laodership
~— Debaring Skils

— Knowing Your Audience
— Conflct Resoluion

— Arention o Derail

— Assimilore New Inomation

— Public Speaking

TECHHICALEXPOTATION
(— Malwore

{— Penetraion Tesing
{— Sodal Engineering
{— Web Senvices

{— Wieloss Nemworks

L Wb Applications
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The Intelligence Process

Evaluation

Dissemination Planning
and

Mission i
Collection

Production

Processing
nd

al
Exploitation

and Feedback

Source: Joint Intelligence / Joint Publication 2-0 (Joint Chiefs of Staff)
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A5AATITAENIZWINGEN (SWOT Analysis)

mMsUfURnsIemanUsrauanudsaegsasade iumnuaemisues e yn
Usgmenialan Fanulauayuarudidavaitudunilsdonsufifinislowes vaden
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®. NSAATIZHENIIZWINGDN (SWOT Analysis)

0.0 Uadunelu (Internal Factor)
0.0.0 AR (Strength)
0.0.0.0 IN1simungnsAansnewine1na lunsdy “One of
the Best Air Forces in ASEAN” @ a¥ilsf me.fosinisiasumamionly
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o.0.l0.0 M3dnmgunsaluazimaluladiuaiodosiienmiay
AEUBN UagAeUTEnNe

0.0.0. 1M3guluNITAIMUAgUNIalsu Cyber security aly

0.0..& UraNshusEAuglddaundndiinau Cyber Security

L3
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Security  tefuiledudvanmuiuluueiiannsoneuaussldiunm
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