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M381In584 (Intelligence) Wunuiiiiendedaensetuanuiunsasaderunsiu
$19¥NITAU A1TUIU1INTBN LU Human Intelligence (HUMINT) nanq@e nsttaulunisas
Aufliiend1n Signal Intelligence (SIGINT) viansldgunsnidnilanisdeans nsdanis
Aoa15 nMswdastansli Idemnufildeuluds SIGINT Sudsdoseanlimdu © in fie
COMINT way ELINT Tnefiflsiuasazionnistanseafivarsmldaniiinislauesin Cyber
Intelligence (CYBERINT) ghensiaiuagemadmeiunalulaansaumeuasnnsioans
sudsmuiedensinddanlawedunniu Gﬁagaﬁ'gﬂdqmumiﬁamﬂﬂaﬂledwailﬁmmﬂ
FumudsuTaULAuLaglERY (1099, b&om) (Perkins, 2023)
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Qo (Questions) (Facts)
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2f oo NMstUAsULUaRIHaaNSluYINTeY”

YnsesfuAnAImnsleiues (Cyber Threat Intelligence: CTI) fifl1191nN15¥917
nseafuAnAY (Threat Intelligence) Fuientasfudoyafoanauiiidwiiiengaiuas
Uszneumsfiansandadula e wwamslunsdestugynin viedestunislaufissuy
Y9909ANT (NISANA, b&pe) TUT1891UTB9 Centre for the Protection of National

 The Persimmon Group. (n.d.). How to use the "Knowns" and "Unknowns" technique to manage assumptions. The Persimmon Group.
Retrieved December 2, 2024, from https://thepersimmongroup.com/how-to-use-the-knowns-and-unknowns-technique-to-manage-

assumptions/



Infrastructure (CPNI) Lag MWR InfoSecurity (2015) Iélidfisnuieafiudansesfonnaiu
mslaveiinduteyadongnauithluldudufnnsivasunaswomadns (CPNI & MWR
InfoSecurity, 2015) sngegng 1wy mstudinlddsit “3” (Knowns) uaz “1ai3” (Unknowns)
aeluteyarininses (ntelligence) Asausld nsdliifidoyainnsesiosfasiitigmuies
“l4i¥” “1i” (Unknowns Unknowns) Wilelsifitninseasifiaghis 31 “lig” dus “lid”
oglsths lefiianseasfazidy “§” Jus18a “li¥” 1Fes ozletis (Known Unknowns)
waziilefisdideyalurnnsesfonnaunidluvesedrufivame godsmaronisiuasuns
Taufan “Unknowns Unknowns” Tinaneifiu “Knowns Knowns” fauandlunind o.e
N13AUMINISYIINTBINIebELUBS (Cyber Intelligence: CYBERINT) Tutlagiudnng
ﬁ&uuqLﬂ%@x‘iﬂjEﬂlmWii’miﬁwﬁaﬂﬂa‘dﬂﬂi@ﬂiﬂ&lﬁ?L@’] OSINT (Opensource Intelligence) 11
T flenmnadoyalulanssulavainundsdoyadavianats wu Lvled Guueda indetis
daveaulay MUl Tuassny udnhuwssnanafiosylovilunmsviiihsy Tmessia
Tugnuwee Cybersecurity fiviuriu (Central Intellisence Agency, 2023) nildlu Yadavos
mmﬁ’n?%%n@u&? SOC fie Cyber Threat Intelligence (SOC CTI) 18un1353U53 Jayady
ANAININTATBUNES LT mdInsAaLen Uszanana uagdndiunisifioaine Cyber
Threat Intelligence 4 un wagiidoyad lalunsraaouiugliuinis Cyber Threat
Intelligence Analyzer 1l 8v1n1531A5 189 vz psdnsidandywidnfueyls ey
Domdsielas dosnaviezlstuszuy Wimngvesnmslaufifossuulniluasdng sauluis
waAnssudednueasanamsmiugudeyaueanslandfisdn Haelesdnsanansasuiledu
faanarungbeiuestaog199iuriaail Cyber Threat Intelligence Andu dreldauisa
mansainislaufidamihldteuimgnsaiasiintu
n15UURn191InseInsEnIkagaIanssunslaues (Cyber Intelligence,
Surveillance and Reconnaissance: Cyber ISR) fi® mi‘lJgjﬁ'aﬂ’liLﬁ@Iﬁlﬁm%ﬂsﬁmﬂaﬁna’ﬁ
HIUATEYEABUANADT AIENITAUMTIUTINTaYaAINTEUU NS aIAT Y8 laY ST UY
yosrhensaiy 1und sfoyatiansesuaznisaiiennnunssminganiunisal (Situation
Awareness: SA) Lﬁamw‘Tmﬁumnaﬂwm@ﬂ’ﬂﬁ’uﬂmmé’QLLamiumw bl UszNoualy
Tumoudrdyfi1aslun1ssuen eesd uazimsunitoyadoanaulaiesegid
UseAVBT AMEUULLARIT A UTENaUVENTeNTE BIUTENaURIY @) NMITUHLLAY
A1y (Planning and Directing): AMMuATnnUsrasAuazyauIAYBINITTIVUTINY DY a sy
ANATY, b) N13azax (Collection): SIUTIMTBYAIINUMAIRT 9 WU Lledeailife LIuvedn
wazgudeya, m) nMsuszudanaaylduselevil (Processing and Exploration): §aszideu
uaznsesdeyaNIUTIIIN IR NdMIUNTIATIE, @) MIIATIEIUALNITHAR (Analysis
and Production): Iiaszsideyatiioairsnenuniedeyasdnivatuienna, € ns
INELNSUAZYTANNT (Integration): dwsiedeyaiiinzindludiifetesviemissnud
fioans MntudeiinsiesssinaneuauesiagnsRiiung (Feedback and Action) e
Sutoyadounduuazdiumsnudeyaiilauifiouiuuinszuauns mevhanutilauay
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szinmaqﬁ'ﬂﬂﬂmumai%ma% (Cyber Threat Intelligence) ABN3EUIUNITIIUTIN
Arsed wazinudeyaisadussgnaumaleiuesfionadamansznusessdnsuiossuy
arsaune dedeyamarivieliosdnadlefeunasiiinvosdonnaiy 18nsland way
Wmnefglimdsdsjadiu Tnedulsslovflumamunuesiuuasnovauswsiomnnisainig
leuasegnaliuse@nsnin (Microsoft, n.d.)

nslddnnsesteaneumalsuesiinnuddyednaddugaiinaluladansaumeaidn
wilunumlugnaagu Taslewzegsdailedvanamianududeunasinmunegisreliles
msiifeyaiigniesuaziiunanieiusivanamasiiglvesdnsannsadadulauasdiiunis
Josiuldegrammnzan wu n1susulgessuuinwanulasnds n1sRnausuntnu way
MINIUKUABUALDIRRIMANIIAL (SANS Institute, 2022)
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b.b.eo U1INTONFINAYNT (Strategic Threat Intelligence) Lﬂusﬁagaﬁlﬂumﬂﬁ
amsamifefuunlfuwastminessersnvestonnaunidlees samfsnnsinsegi
amsamvesaaumsalifioatuayunsdndulaidanagns lnesnlilaofuimsseiugaile
APUANANILALLAUNTANTUNUYBIDIANT (Microsoft, n.d.)

blolo 11NT0TUFTRNT (Operational Threat Intelligence) uteyailisitos
fuusumsveRanssuamzvesland Wy wasgynisleudiididsduiuey vieindesilen
T4lun1slaud Tasdnansesdnumsdvaelimitsnudiuanuvasadoidlaguuuuuas
Wmnenslasfifiewounisnevauadidegiamngan (SANS Institute, 2022)

blo.m U1INT0UTUNALA (Technical Threat Intelligence) Lﬁuﬁagaﬁﬁmsﬁaaﬁ’u
swazBeanianaia Wy faurs Fausdvesnisynsn (ndicators of Compromise: 10Cs)
wazdeyafsafuszuuiinnidudmme Taefldlunszuiunisnsadunastestussnany
lusgauszuu (§1UN91INT0MA, n.d.)

blo.@ 11IN500T9gN535 (Tactical Threat Intelligence) 1 utoyaisyuunis
LATILRIINNT WAdla waztuneu (Tactics, Techniques, and Procedures: TTPs) %ﬂl}ﬁﬁ]mﬁ
iethelunsnauudestunazimunninmssnwnanuvasnselussduufting wu ms
aaﬂLLUUizUUﬁmm3@%’UﬁaﬁumﬂﬁmagﬂLL‘UU@'N 9 16 (Microsoft, n.d.)

w.a AMNIIMEluNsYINIaIeleues

Tuthagtu sheeuinmihmaneluladnsindedeasmdumediin safeszuy
Jumesidavesassnds (Intermet of Things: 10Ts) viliAnMsInaiouvesteyaasauine
UUSTUUAIeYIERaNiinesegsumma ddlvinalmananuvitmelusudeyalunisman
nyeanslaiues lnsanuyinmefnaysenaume

b.ane USinudayauiama (Volume)

Tulanddviafifinisasadeyasdrsdeiies Usnadoyaiiertusognaiums
loweifiinduograummaluuiariu idesdudeyasngunsal loT, ledeaiiie, vie
sTUUIATov18vetesAng Uinnudeyafimnnifuluviilinisdaifu msiinsiesd wagnsium
Toyafdadedldszulszananandvszdnsan wu ssuudanistoyauuunszany
(Distributed Systems) vidoadatagavuialvg sufsnnurmesiodeyaiienafienudidoy
(Marr, 2020)
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Wialuwuuiiusninesdiosns mansewuazBududeyadifefolddoddtuniasdiefiviuatouas
yaansfifianuidsrngy (Microsoft, n.d.)
..o ANAMYBITEYE (Quality)
Lldnndeyaiignsrvsmnaziiguaimgmiomnzandmiunislday
Innsesfoanamiilininuasing q orafimuuendslusuiuy Tassad vioauanysol
Genvilideyanmuadunasgudefudeldlunsiesgiduiesideddninens
wazia1081911n (Marr, 2020) fsifu n3nses witn waznisedneus deuvesdoyalng
SolusiAdedeidunszuaunsddnlunsiudeyannmatoundsiian
b.a.e ANUTIASIUNTIATIEI (Velocity)
nsmevauswiefuanaumilsiuasieanisdeyadiviunaiuarsinga anu
atlumsliaszideyasaviliesAnslilaunsatesiuvionauauasianislaudlaviu 1
mstestusawnivdensudlavesindluszuy msuanidsudeyauvuiladilfunsgiutie
vindaymauaiuaitivesnsdadeyaiennaiunaainnsiadula wavdsdeyaidngsyuy
Y1n5e9mslaiuas saudanslanalulad Real-time Analytics wag Al 98lunisias1ei
sﬁaagaﬁqﬁmmﬁﬁzyash@a (Microsoft, n.d.)
w.a.¢ MIANulanuduiusvesteya (Corelation)
foanaumnsleivesiinddnvuzdudounaziivadosdunaredades s
Jeoulostoyaainvateunas 19y arwuduiudseninsssuuujuanig gunsal uazszuy
1A3eYne W eszyANLdNTUS STUIamANsaiT engAnssuionadusunse uagimun
youlmmImiunmsitensvausaduzesivihme Megatu madeslomgingsuveld
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ARaUnAAUNSlaNAludnwuEAYTe (Phishing) n1svinAudlaauduiusngudeunanil

(%
¥ U 1

Juduseddiniadioiinszideyadugs 1Wu Machine Learning %38 Graph Analytics (Marr,
2020; Microsoft, n.d.)

.« Indicator of Compromise
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Indicator of Compromise (loC) Tuausiupsuasnsdeluiues fenangiuvsedeya

2. S

annsaldszyfansileguasionnaumislowesluszuunioinietisvesesdns loC 1udsi
Ui hsruuonagnlauivideldfunansenuanmssniiumsfilifisUssasd Wy nsfindiauas
nsiindalaglilasuaugn nen1sazidndeya (Symantec, n.d.) (SANS Institute, 2019)
(Kaspersky, n.d.) 108 1oC 819819 NVaNsunasiisn

o) flog IP fnasde 1w o 1P Aiduiiidninfeidesiuionssusunsne
Wy n15}auAKUY Distributed Denial of Service (DDoS) n38L8$#i18% C&C (Command
and Control)

©) Folawmuvde URL filivasade AsiuTodelawudlideiivdediuanion
Aeadastuuvasungsanas (Symantec, n.d.).



- ®6) -

o) ustlid (File Hashes) n3nsiaduldidugauaslaglduey wwu MD5
vio SHA-256 Mduifinlugruteyatiauas

@) WANTIIVBsTHEUUTRAUNG 1Wu msdsteyadiuiuinnesnainieietng
Tugaaiaandu (Data Exfiltration) nien1sinsslusunsulaglainsiufiaun (SANS Institute,
2019).
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m) nsasuudadlidviesvuuiiliniefa Wy nsasuudasnissaen
Registry ‘vﬁaﬂﬁﬁ%ﬁﬂﬂéﬁhﬁ%’ﬂimsw

loC \JuesAUsznaudrAgylu Threat Hunting wag Incident Response Tage1el#
fnlnsinudasadsansossywasiamusoanaiulussuuldsiniatu wasdesfu
mnudsvaifiiilasnsmidndeanay nufafiuanuannsalunisaianisaluasdostu
nslauilusuien
Tudlaqiiu Insldau loC lunszuiumsinwanusiuasasasdslowes lidnazidu

msmw%’uﬁaﬂﬂmm 191 Intrusion Detection Systems (IDS) 38 Endpoint Detection and
Response (EDR) 14 1oC lunsszyfoanaiufionafintu uenanidvldifiensneuauoe
wnn138d (Incident Response) loC 91glunssuiun1sianesiuazindunislaud W n1s
vden IP nsen1saulndiauas (Kaspersky, n.d.) warn1swualudeyaseanaiu (Threat
Intelligence Sharing) IoC ansnsautsiiusgninsesAnsuioluaiotisgramnssnilotoaiy
ﬁ'ﬂ@ﬂmmﬁﬂéj’mﬁu (Symantec, n.d.).

o o 1 U A

nmsnsdudeanauiedudwsnuanduddianuddgysenissuliaduanaumig

o

o w

lwwues lngannsald loC lunsfunudnuay (Features) iddnylunisnsadu Tay loC
Heuldlulagiuinig o¢ Audnvauy (SentinelOne, n.d.) (Microsoft, n.d.) (MFEC, n.d.).
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nyuinoradudyg ueinisindetows
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Wasuudasdvslaglinsuiineraludyanavenisyngn
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@o) madisteyaniosruvlunanitlind madideszuvlunanily
ganndosiunIsinuUnionadudyaianensynsn
o) Msdsdayadrurunnlugaaemsiiliidn msdsfeyauiinaanaly
faegitluginenastidsnsuluedoya
o) M3ltia3esilondeaniudilildsveynn nsldinsesiledlildsu
a1 TUAYYIUVDININENLINDIETEUY
om) NM3LUF suutasdns vedlidnielramadlnglinsivaig ns
‘U%"UL‘U?ﬂlsuavfém'iLfi’h5@1@81&1@1’%%auﬁgwmfﬂﬂa%ﬁﬂmiwmamLﬁé’hﬁaﬁé’faaﬂaﬁﬁwﬁ@
o) Miudieyatulszmaiilifinisfindegsia msdearsiuiiey 1P lu
Uszinaiieadnsliifimsdniuauenafudyaamenisynn
o@) Mansranuusrlndfinseiuanasnidn mswulidifueumsedusiauns
fi¥nonusdianmsfndfauwaifangn
.¢ luma Pyramid of Pain
Pyramid of Pain 1Julsnaludrumnutuasaenseleesiioanwuulay David J.
Bianco L auandsEAuALTUUIn (MFeANen) Alendasdeandayd o Uesiu
(Defender) s¥yuazufily Indicator of Compromise (IoC) Tuszuuvosnu Tanadae1y
oafudnladn loC funnsnafudsmansznusioflanfiedndls wazastrifaiszaulaiosinlig
TauRlinSnennsuazinanunniu (Bianco, 2013) MW b.m LaAdlaLA Pyramid of Pain Wu4
l0Cs aanidiu o s¥fU Fosnsefuarudeiianlusendian fai:
@) Hash Values (ANL8%) ﬁizﬁummmﬂagjﬁizﬁuﬁﬂq@ L A1 MD5, SHA-
256 Pszylidsiauas mavdsudusvildielaodlaud Janansznutios
©) IP Addresses (1og] IP) nsuden IP MiAeadeafufonnau 1y
Command and Control (C2) usfaznsiensiuasuntas urteanmuidssldlussiunils
) Domain Names (olau) msudendelaumiitnasde 1w Aldluilvds
favddesamefoulamulmimalamuingnuden Fasuiinaldane
& Network/Host Artifacts (3045984A38U1813858UU) N13ATINFUAINTTY
fRaunAluszuy Wy SIS RAUNG dlavddesUsuasunginssuvesianivie
nslavfiflenauides
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&) Tools (p3pslefililauf) nsnsaiulazuieniniediolaud wu
Metasploit #30 Cobalt Strike ¥ilviglavddeaidsululfintesdielmiviewnnies 4
NENNTUINTY

o) Tactics, Techniques, and Procedures (TTPs) Mstrndluseud Wy
nswasunagnénislaud dawansgnuanniige flanddesuasundasusunslaiuas
\@8lIa1981910

PYRAMID OF PAIN
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AN . TutAa Pyramid of Pain®

guaszuvansalivsyleviannanud sadeaduarudusiusues loCs usiaz
Uszianiusgauaueindgluluna Pyramid of Pain 1au 1oCs TuseAUAS LU ATLETNID
P danansznusiedlaudlates uiaunsadanislaiewassinss Tumemseiudiu loCs Tu
seeiugs 1y TTPs dwansznuserlavdunniign uidedlinineinslunmsinsziasdesiy
11NTU (SANS Institute, 2020) Taefifieg19nsldu 017 MmnesAnsITIaTULATAB UALDS

e eXp

“ Bianco, D. (2013). The Pyramid of Pain. Retrieved from detect-respond.blogspot.com
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#o TTPs Ia W 3msangszuuianiy awvibiglauidesdsudsunnunsiaudlndnmue
FauenldIneuaranauansavedland (Bianco, 2013)

oo lunafediaszinuidsinisanauduanusiuasUasadislees

TulanvesrusiunsUasasemslaues (Cybersecurity) msiaudilauazdanis
fiu Aoanana (Threats) wag Arandns (Risks) 1udsddnyetneds msld luwassanauuay
AL B (Threat and Risk Models) ¥a8l#osd nsaiu1sasey Jias1ei uagdnandu
arwdduestoanauiiornietuldoasiusyansam

nsdanisauidesnaleiusd (Cyber Risk Management) Wunszuiunisitddaylu
msﬂaaﬁuuazammaﬂiz‘m‘umﬂﬁaqﬂmumalmuai‘ﬁmaLﬁmsﬁ/uﬁ’uaaﬁm nsTUIUNISH
Uszneusetumeundn 9 laun M3TPYUANIAEY NT3ATIZIALLELY N1FAIUALAY
Feos waznsUsufiumnuides msvharnadlausastuneussdaeliesinsanusadnnistu
anudesliognaiiusyansam Tnemsdanmsaudsamdlsvesituneulunsdudunis
il

©.5.6 miizqmmﬁm (Risk Identification)

dudumeunsnlunsssyuasiufinanudesiiodmwanssnudeduning

¥8499ANT MI3szyAdsamslauesnufinisnnadeutesiuiluszuy anudssain
yaranelu uazdeanaiuanaisuen nsltiasesflonazimailaciig q 19U nsaseaou
JEUUKAENITIATIENABANAY GEI"JEJGL‘LJﬂﬁSB‘Uﬁ’NEJLgﬂx‘iﬁa’]mﬁﬂsﬁu (National Institute of
Standards and Technology [NIST], 2020)

bl NTIATIEEAILEET (Risk Analysis)

M&IINTEYAINA AN Fupeuselufiemsinseiifiovsadunnuiiay
Junazuansznuroudaraudes mﬁmeﬁﬂfmmmﬁwlé’ﬁgﬂm%mzumwu,azL%a
Usuna Tnefinnsantadesing 9 1wy mwfvesnisifinmnisaluasanugulssessanseny
N53AsIeiAULE el esdnsidladsrnudidyretunazAuLd seuazd gy
AMuaRglun13dnnIs (UpGuard, 2023)

©.5.m mimuqmmwmﬁm (Risk Control)

L‘fluigumauﬁaaﬁﬂsﬁmummmmuﬁaaw%‘amuqmmmLﬁmﬁsxqLLaz
Jinszafls wnsnismanienssudamsiinsasruudeetu msineusunneu wienns
wannleuieanuvasads nMsmuauanudedingusrasdifieananuiiazduvesnis
Lﬁmm&;msaﬁuazammaﬂizwuﬁmmﬁmﬁu (International Organization for Standardization
[ISQ], 2018)

b N3Uszdunandes (Risk Assessment)

Hdunspuiumsisiunssey Msiinsed wernissafiuanudsaile

fmuassiuadsfiesdnseensuld nsussdiuanuidssrasliesdnsdndulafietu
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(Deloitte, 2021)

Tnelunsusaidiumudssiudefuduneuiiddalunssnnisanundosnalugy
muuasasndelaiued lasRansananasstadondn 18un TenafiaziAnimgnisal
(Likelihood) wag MINUTULIIVBINANTZNU (Severity) nsldmsemnudss (Risk Matrix) &
wanslun i .« Prelunisusediuasdndidunnudfyvesanudsawiasussnmnle
p81981UsEaANS AW

Severity

v

Negligible Minor Moderate | Significant Severe

Very Likely Low Med Medium Med Hi

Low Med Medium Med Hi

Possible Low Med Medium Med Hi Med Hi
3
‘g Unlikely Low Med Low Med Medium Med Hi
© A .
= Very Unlikely Low Med Medium Medium
-l J
Risk Matrix Example Likelihood X Severity = Risk Level

2NN . AINANSI9ANULEADS (Risk Matrix)®

oo A1YIINsoY

Iwseu (Python) WumwilusunsuseiugefieenuuuaiviBousuagldaldinelaed
Snwaziiuiianudavegu nsewldadidiladng aunsaiauluguuuudaiunanslesu
Python lasun1siauilay Guido van Rossum Tud exes wavtlagiulasunseeusueg
nanslunisldnusiuausiunsasnselewss (Python Software Foundation, 2023)
Python fqausiudid ey 1y flassairenwiiFoude flavsduazmsuisndwaumnlild
o1 Syumugldenmunelng mudsesumadeulusunsiauundelng (Object-Oriented)
uazlBNandu (Functional Programming)

U4 Python Tuauenu Threat Intelligence wudndlunumdndgylunaieudys
Taiamzlunnsdanisdu Threat Intelligence W3en357usa 11A51294 uazUszidudoyad
Aeadestutanamdlauosdil

< https://www.riskpal.com/risk-assessment-matrices/
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©.6).6 m'ii'miuwﬁa;ﬂa (Data Collection)

Python awmaai%lﬁaﬁﬁagamﬂLma'wi'm 9 WU N15Astoya Threat Feeds
%39 APl 99nUSN"T Threat Intelligence 19U VirusTotal, Shodan, #38 AlienVault $2189013
Frusmdayaaniiusag Web Scraping Inaldlaus3 1w BeautifulSoup, Scrapy (Alhazmi
& Malaiya, 2014)

b.ollo NTIATIENTRYA (Data Analysis)

Python flaus13iu pandas, NumPy, was matplotlib 9183 1a51z1iuas
LanaNadeya U N1snsIvdeuARaUNAluRaINsTIATeYY SITINTIATIEiTeLa loC
(Indicators of Compromise) Lju ﬁaguj IP, ‘?il’eﬂmuu, 30A WV A (Casey, 2015)

.ol ANSATIVUNYANAY (Threat Detection)

Python FeimunanIuddmiunisAumuansaadusduuunmslaui uay

nsiaTzinganssudawslaeldlausns wu pefile, pydeep (Schneider, 2017)
.ol NITEUUSRLULIA (Automation)

Python tHusidenilmunzaudmsunisiaudalud® wu nswaunssuy
Waudy sadensasansuddmiunauauesiaisniIsal (SANS Institute, 2020)

b.o.¢ NMIAaaUANUasniY (Penetration Testing)

Python flilsuiisnuazlausns wWu Scapy, Impacket, uaz pwntools fizae
asaedoslodndu MIMAaeuIIEUY TIuennsadeansuidviunisnsiadeudedivg
(Alhazmi & Malaiya, 2014)

oo N159AN1T Threat Intelligence

Python ¥38dnn1suazysaIN1staya Threat Intelligence 1u N135370Ya

PNNABUIET N1THARIHATUFURUUTIBNUNTBUAYUDTA (Casey, 2015)

b.e Mern Stack
MERN Stack tJuganaluladlddmsuimunivuoundnduwuy Full-Stack @ad

(%
Y

audenlungutiniann flesanaseunauiisils Frontend way Backend Tng MERN s
gaflunan:
M — MongoDB: g1uteyauuy NoSQL l4lasaains JSON-like dusudnnisdoya
E — Express.js: Framework il Backend fivhanuun Node js 19ad19 APl wazdnnis
\@5es
R - React.js: JavaScript Library Pldadn User Interface AR Frontend
N - Node,js: Runtime @115 JavaScript iliaunsaid suldad adswiieddae
JavaScript
Fatiu MERN Stack ?’Nﬁaiéfd'lLﬂuﬁgml,wﬂiuiaﬁﬁim MongoDB, Express.js, React js,
way Node js Wrseiu Fumnzdmsunmsiauweundiadusuy Full-Stack Tnaamzagng
§elusu@u Threat Intelligence (Sharma, 2020; Kumar, 2019). W SunoUunaLaduy
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wuulaunfindidosnseuis wazanunsauusuldluaudnu Threat Intelligence Tvane
pAUNRNT TneLiiufinsWwaiun Web-based Threat Intelligence Platforms R ATTRCRERTE YT
Rnsed uasnansmadoyaioatuseanaumiluweslfenediusyansnm il
b.c.e NITIVTINVEYA Threat Intelligence
- Backend (Node.js uag Express.js): T4Waiu AP dwsuideusaiu Threat
Intelligence Feeds 14U VirusTotal #38 AlienVault Lﬁaﬁﬁmiﬁumsﬁaga loC (Indicators of
Compromise) 1 IP, URL, #39A1 Hash
- Database (MongoDB): ifiuteyaduananilusuuuulassains JSON wilely
YADNITIANITLALAUN
bl MIlATIERteyaiuanay
- M@ Backend Liasunisiiasesidoya 1wy nsieuiiioy IP it
avdufiugiuteya MiemsfuiaANdesnn Threat Feeds
- 11519 MongoDB lun1sdanisteyavuialug) 1y n1svuiinfanssy
LAT0UEYIBNNTATIAY VR loC
b.c.on MILanmatoya Threat Intelligence
- Frontend (React js): [uansnadoyasoanaluguiuy Dashboard Aifld
annsaldneuls 1wy nsmaiAdeanaa 91897 1oC uaguiuimuduTuS (Relationship
Mapping)
- mamuieiesilodmiunisudauieunun Real-time 1 MIudaiouilo
wu loC Tideslesiusionnanal
b.e.e NMIszUUsnludRnarnInTen
Node js: [ddmsuianainisiisdoya Threat Feeds uarduinmgiudayaln
onlulia
MongoDB uag Express.js: lUssinanauwazasesgnuasudeyaisnnay
dmsudl0819n15Useyneld MERN Stack 19U Tu Threat Intelligence Platform
annsahlUimussuudmsuiamusonnamdifsdoyaain Threat Feeds uazuansualy
sULUUNIITIN wona1nd Svanunsadrlulidu o€ Management Tool tiaiduin3oaile
dmsutudinuasAnmu Indicators of Compromise Ingld MongoDB 1Jugudeya

b.«¢ Malware Information Sharing Platform

Malware Information Sharing Platform (MISP) 10 wlowmugasawnanresud 14
dmsumsianisuazuusdudeyadoanaiumslaiues lussinsnsoseninnguasdns MISP
lsunmsimuiietglifinsnvaaasadoaansniinnginasnouaussiedoanamld
pg195 S azdiUTEANS A (MISP Project, 2023) Tneiifliaasudnusenaunie ns5iusu
JoyanuAnA1Y (Threat Data Collection) F35095Un155uTin Indicators of Compromise
(IoCs) iy IP, Tawy, URL, Away wavdayadiawis, nswialudeya (Information Sharing)
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fvwatuayunisutsiudeyadonnaalunguiiiedels 1wy CSIRTs, CERTs niousiing
99An3, M IEiiEAnAI (Threat Analysis) Gaduiaiefiorisiiaszideyadonnam
Wy Msaiansmanudiusseniannisaivieteya 1oC, warn15YsAINIS (Integration)
fianunsadeudefuszuudu 5 1 SIEM (Security Information and Event Management)
%50 Threat Feeds

Malicious activities e

bition g
s EDisplay  TFilters
e Threat Lavel @ Anaiysis ©
EEEEEE aarn — oo n v Sl e Lo ] [ 1
ST De0 45 — » 1 m = —

s
- a
o s
High s e -
w Authentication Failure Data [ & Authentication Failure Data [# & Achievements of my organization [# W
Import Config JSON oo NN 1e2.241.75.115 [ A Achievements Unlocked!
Save Dashboard Gortia wimsuti | 31.184.199.114 n Congratulations, you have shared your first event!
- - user JIEETIN 52.188.40.7] R
List Dashboard Tempiates postores 165 153 198 23
uourntu [JEEEN 92.246.76.17 P~ You have been using tags, good job!
racle 13.67.32.17: 4
159.89.201 5
121241 244 22 Taxonomies have been used in your events
64 225 5§
0 118.25.1
mysal G 175.107.198.2 Galaxies have no secrets for you in this Threat
support ] 106.52.251.2 Sharing universe.
111 54.37.159.1
guesl 123.206.90.14:

testuserfg 192.241.155.8¢ Next on your list:

AN .¢ ANFIBENINITITIIY MISPO°

nsldanu MISP Tudu Threat Intelligence d5Unuun1saiiunisusenaumie
b.c.e N139AN13 loC (Indicators of Compromise)
MISP @eifunazdanis loC Metesiufonnaiy iwu: wevveslndfiiu
§un318 Aoy IP vou1899198 Command and Control (C2) uazlatuui ldTaud (MISP
Project, 2023)
b.el NMsulsluteyasenineesdns
MISP aduanun1saienusiniiesenineedns wu nmswusludeyadie
ANANSEIINSTL CSIRT 1de CERT saufanisiweuns loC Wiiuiusiingitedosiusoanan
Ivisl (Wagner et al., 2020)

°° https://www.misp-project.org/
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b.c.o MIATUAYUNTIATIER
MISP frguansnnuduiussenitauvanisalionnay wu nsiasignsv
AEeNlewes IoC SamHanisadng Timeline Lﬁavﬁﬂamamsaﬁé’awé’a (David, 2021).
b.c. NTYTUINTIUTEUUSNIANLUADANY
MISP annsasdeusiefuipdosiiodu wu SIEM wi Splunk, Elastic Stack
waz Threat Feeds 1@ VirusTotal, AlienVault OTX (Cohen & Stump, 2022)
MISP 3adeiBuunannesuiidifalusmudiu Threat Intelligence fsauaunsely
335 IoC Msudsiiuteyadauanslunini o.¢ uaznsiiaszifinsounay vilesdns
aunsasulenuduanaunislsuasiaegnaiiussdnsam

b.eo OpenCTl
OpenCTl (Open Cyber Threat Intelligence) Aounanesuloiugosanwauiiu
iiethelvesdnsamnsadnnig Jinsed wazulsuteyadsanaiumsleiveslsegad
Usgandniw (OpenCTlI Documentation, 2023). LLWﬁ@W@i‘mﬁyqﬂaamwumLﬁ"aﬁtfma%’wq
Knowledge Graph 6??'@LfJuimaa%’wﬁ'agaﬁ'LLammmﬁ’uﬁ’uﬁ‘izmﬁaﬁﬁ;’i’mﬁ’mﬂmu
(Indicators of Compromise: loCs) kagsuANA1Y (Threat Actors) SQNﬁﬁLMQﬂWiﬂJG}'WQ 9
Lﬁ@lﬁ;ﬂﬁmmsaLéﬁ’ﬂamwmmaaﬁ’aﬂﬂmmlé’asmﬁﬂﬁ??a (Bouchet et al., 2021). OpenCTI
finuautivdndsiinisdanistoyadunnais (OpenCTl Documentation, 2023).
b.00.0 OpenCTl Hrgliildanmnsafiunazianstoyaifertuioana 1wu
- Indicators of Compromise (IoCs) i IP Address, Domain, %38A1 Hash
- Threat Actors 19U NFUKBNINBTUIBELAUA
- Tactics, Techniques, and Procedures (TTPs) MITRE ATT&CK Framework
b.ools N13A519N9IMAIMS (Knowledge Graph) wnanvlesuitisuansanduiiug
senindoyasduanan 1
- Madieulessening Threat Actors wagiynisallayf
- MTIASIEERUNISIANA (Bouchet et al., 2021).
b.oo.m MIYIAUINS (Integration) annsadeusefuiniesilonasszuudu 9 1y
- Threat Feeds: VirusTotal, AlienVault OTX
- SIEM (Security Information & Event Management) 1u Splunk 38 ELK
Stack (OpenCTI Documentation, 2023).
b.oo.@ NMikanHaTeya OpenCTl Huavuoiniuanstoyasionnauluguuuunm
WU NIINANUFURUS, Timeline wazs18a1ua3U (OpenCTl Documentation, 2023).
dmsunmair OpencTl Wldanilutagdy fnslénusgraunsvansiiieairszuulu
n1sian1sseanausulsiuesnielussdng wu n1siwaeideanaiuluesnns Ingld
OpenCT! ilodnLfiuuagiinszsiteya loCs :nszULIATEUE 1WU N15M523U IP Address 7
Uhasde wazidenlesiugiudeyadonnaiu (Bouchet et al, 2021) Mntudsinsudady
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foyaszvinesdns Insunasosuidrelifiuinmanudaonsoudsiudoyasvanaiuiy
WusHinsvisengu CERT (Computer Emergency Response Team) laagnstaansie (OpenCTl
Docurnentation, 2023) snnlunintiu feanunsalddusunsfiaudennatusuuisealng
OpenCTl @I sszuukdafoufonnauf fanuduiusfudoualussunresasdns
(Bouchet et al., 2021).

29.76K

AN lao A28 Interface U099 OpenCTI®®

ATl .o WARIFIBENY Interface Y89 OpenCTl awi#iui1 Knowledge Graph 131
Ing OpenCTl Tngdn1sidesleadoyasdonnaiu 1y Threat Actors, loCs Uagtnani1sallau
Fegrgliindinsisdarnnsaidlanuduiusseninadeyaldeg19sansuazuiuen
(OpenCTIl Documentation, 2023)
<) s o v o 1Y [ a ¢ v (Y a
OpenCT! 1 JuknanWosunsInasdmsunIsInnIsuazlinszideyadunnaAIud
Viuade arunsatigliesansiinysedninmlunistesiunasnavanssraioanaiuniale
weslaegeilusydnsam

°° https://docs.opencti.io/5.7.X/usage/getting-started/
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mn.e LUIANNITDINUUUTZUU

TuaAdeidivnAanisesnuuussuununinugiuunandymaisgulunisyinnu
YosmtgnuauANtuAaenntlaues AdedldiatroudeuiulunsAumANNEuRUS

9 a a & ~ a ~ Y% A a ¢ v

vaefuaAnAmuAnd ulussuuiiaTsuiiguiudeaya 10Cs NTN15LYST U0 aUUTEUY
dumesidaiifiegrsunsnataduiunn lnenisiideyawmaitullawnumaiiudswin
wisadayavedliusmalinseiduanauseulatl

feegelsfinnu esndediinfidesmdeyasinuaisunawgielunisdnduls
Nerufeanauiindy ilidldanuniedniwneideanauivioulugudihse feay
Uasaduaeufiames (Computer Security Operations Center: CSOC) aanaidsiiantuiu
udszlugduuuinlunnasveinisineu esindeya 10Cs dn1suyideyauussuy
duwesilafegiuduiuninanesdnsiiferdesduininsesdeanaulussuuseulad
(Online Threat Intelligence Agency) AILaAlUNINT .o 95 uTusg 9B sfinosiinsnTes
v P Y v aa o & = o w & =
Toya welvlalandeyanianudndunasiivsslovilunisideyawmariunieldlunis
MTIAARULALTIZAUNANFIUNTUNTNLATEYY

/ \ @ine Threat Intelligence Agen}
re—
DATA |
" 1 Threat Intelligence 1
" ID_Report

Threat Intelligence
Analysis System

DATA
> CEE—

ID_Report

2 Threat Intelligence 2

Web Browser

A

' Threat Information

Report Scan

3

N
Report Scan /

AN .o LUIAAYBITEUUULAL
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szuvilangiteyarnsesdvgnaumsleesidussuufitiesiusandoya 10Cs
Mnunasdeyailauazasluawnudsgliuinng Online Analysis 1l 9vin1531AT 19 A 9
AnAuvasdiaya 10Cs T wdnfunamsTinsgiundsssuu Wewdoufisuaanuidsuas
ﬁwmmﬂ'ﬂmmL?iaﬂ,msiamaﬁﬂaﬂmmﬁdu%ammm oonuuuszuUnulituanldfnmd
o AnsUszgnAldan OpencTl itoidudenslunsyszananafiesuilofuduanaiud
Any

/ \ / Cyber Operations\
‘\.‘_7;_,4/
DATA
) o _1 CsocC
6/ ENCTI ID_Report
Threat Intelligence
External Feeds Analysis System
ID_Report .
» Penetration
2 Testing
Report Scan
-
DATA Ncims
N 3

Report Scan \ /

AT o WUIARYDISTUUNULNL

mlo szUUTUA NI

uiTeildn1seenuuuszuuluninsanantdnenssusuuanty (3-Tier
Architecture) L‘flug‘dLmumiaaﬂmezwﬁLm'amsvi’wmuaaﬂLi‘]uam%gwé’ﬂ T¥un dunns
111aue (Presentation Layer), %}umﬁﬂzqiﬁﬂ (Business Logic Layer) LLazsz'}’jusi’faﬂgja (Data
Layer) miLLﬂQ%HL“(fUifﬂf’JUIﬁi%UUﬁﬂﬂuQGWI‘EJ"LJ gron1sUngasny wazanunsausuls
wievenesyuuldlaslildwmansenusodiudu 9 mmusuuwnﬂﬁamaﬂﬂmulezjwaiu
ﬂﬁvaﬂm‘immﬂmﬂﬁuLmemumLLaﬂﬂuﬂflwm o.on Tngusiazduiiunumeai

mlo.o Tun1sUYNEUD (Presentation Layer) W udauil {ldlAnaufusEUy M1
Sumosinadld 1wy wivuedn Teu wermsudaieu Wouansloyauaznanisinsvid
ANANL

0ol %ummsqaﬁ% (Business Logic Layer): ﬁﬁ%ﬁ’]ﬁﬂi%m’laNﬁ‘?f@iﬂﬁ‘ﬂnﬂi@ﬂﬁﬂ
AnAM AATEiaNAes LAz MuAmINATASIBUALBIAB A uANAMTINTIaNY

blo.m Futaya (Data Layer): daifuuazdnnistouaiifsatosiusoanau iy
Indicators of Compromise (IoCs) Yoyaannunaai1Ingas uaztuiinmmnsaiaulasnde
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nsldanUnenssuwuvaudulussuurnnsesdeanaulyuesdiglinisdnnisuas
Uszananateyaduluegafiusz@nsaim wazaunsausulgamsovenaszuulaniumning
ABANIVDIDIANT

) PRESENTATION

~
User Interface

View Threats

Dashboard Display Reports

Generate
Reports

Submit Data

S BUSINESS LOGIC

Threat Analysis

Analyze Threats

Correlation
Engine

Generate Alerts
Alert
Management

Query Threats Provide Logs  Provide Data Store Logs Fetch Updates  Provide Feeds

S pata

8 0O

Threat
Database

N

External Feeds

‘ Logs Storage

AN e LASIASNLAAINITVINULALTINVDITLUU
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m.n 1AT9ETINTNUVDITLUY
mavhalaenuvesszuifladdunsieu Tnegldnuteudeyaidesnisdunidn
inluszuuiieneisanaumilaves ndaniuissuuanidoyadnanludumdoya
muiiglddesnsanszuvveadliuimsiinneidennauesulal OPENCTI Fautseeniiy
o Herduuazvhausedestumuddulneiiseandondal
ane JTUUIATIAAEANAINNISLELURS
ssuvhnisiuteyauavdatoyalufumainssuuvesliusn1siasie e
AnAupaUlatA A ANEUILATIATDIIBNY NITARNUIYITEL
aanlo SEUUIRTIAAEANAINNISLELURS
spuvdsTaveIenunsanuluiwaeny msawnuutuiinadussuy

waraananaulunie External Feed MISP

Threat Information Threat Information and
- Detail Threat Information
—_——
DATA \4 J

/Home DATA

Get Feeds

-
Database

( \Detail Threat

Information
/Threat Info le——

ID_Report

Report Scan
ID_Report
7 —>

Scanner

—_—

Threat Information

/Search P ————

8 ID_Report
- v Get Report

S 3
Threat Information
[Exactly Search  [€——————— Report Scan

N

C

—
DATA ID_Report

Online Threat Intelligence Feeds p
\

L DATA

Online Threat Intelligence DB

AN an.@ NMSTVNIUBLDUNAATUVDITLUU

aan.a 01 MISP galdaunisaumdeyalagseyfdisanumiianizianzasadaly
nsrumIzgnaludessuuvesliusmainseisuanaueeulatviuiivay deanisaum
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nauantuiinadussuvimszideanaunislaues nioudvdmandulunmaivusiees
Tnsdsaostoyalunsiarilsifuduandunni o« uasiisandoauasdunsudel

®) Get Feeds e flsiduiilufisdogasoanau 1wy vanstavled Tawu
go7151ea UazAIMEY NTTUVVIEIWIUIMITnTeiseanaeeulatunivaslugudeya

©) Scanner fip aiduilflunsAsdeyaiogluguteyaluaunuiissuuves
Jiusnmsimsevidennamosulatudineuaindusidu ID Report ivadlugiudoyads
ID_Report Wusiaiiolildfmassnunisaunuain ssuveslivinisieseidognaiu
saulall

m) Get Report fia fleidufifse ID Report iielufssemunisaunuain
sEUUTeN iUsMsasgiseaneuesulatiivasiugiudeya

@ APl vi3e witle iuiladduiidusinarslumsidendefugudeya ilefs
foyalunanwadmii /Home, /Threat Info waz¥udoyaainnii /Search titeludumdeya
wenhndulduanswadant /Search

&) Database fla svuugutoyaiidniivdeyavosssuurionn

) Home #io nitiiiuiiuanswalsiuglden

@) Threat Info AevthiiviivihnsuanseaziBenveaionnan

&) Search A nihiiuiisudeyanisfumangléauuazuanea

® Exactly Search fie 53UU MISP fidudeyansAumuuuiamzianzas Ty
ilsrtuiagludumdayannszuuresgliuinsiinmesidoanaueaulal wuanwali
A rumfeututuiinuaiildadussuugiudoyade mndeyaiilduiuioglugutouaud
awvhmssunndeyaasgudeyaiitu uiddoyaldinssliflussuuivhnistuiindgluly
giudoyaviud Geilsidunisvhautasfunstiufinuaesunn doyaadugrudeyannadsid
sl

o€ N1599NULUUNTSINaVBINTZUIUNTS
N1599NLUUNTSINATBINTEUIUNNT (Process Flow) fissagidsauazd unounis
Fufiunsdail
nco Insanwessruuildesnuuulinumén 3-tiers Aousnszuunsvinnuves
uslazdiueanaInfu aansaulinisvhuressaralddl
o) flda (Usen Aofidesnsidnanldnussuuiiefumdeyasds anasly
JEUUBATIERAuANAILNalUBs
©) Front-End Server 3t uldsniesidousoduiefilofiegludiunes
Back-End Server il aindayasuansuuiviun fiwesuazaseliuimsiugldem szuu
AasendeanAmnaleues
m) Back-End Server Aeszutlunisudmsdanistunounsiuredusas
nIvIUMIILATuRouNsisieyafuanauanuadeyaliaudufuady stuugudeya
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maideyadeanaudsllawnudailiinmslinseidoana seulatiiievnsiiasegiis
foanauvastoyatiu udufunansinmeindisry WewSsuifleumemiudss dumen
mnuidsslgTnvesioanamnaziiuiinas TunisiuAiddaann Front-End Server Tunns
Fousofuszuuguteya

<) Database Server Aain3aadsnlnesilviuimaiudoyasoaneutu na
ffimssunndoya, unasteyadumaeilddoyasoana

Cyber Threat Intelligence Analysis

Front-End Back-End Database
User
Yes
Search Data »<_Is IP Address?
—
No
N~ Is Hash?
Is Correct
Format? Query Data
Search Data from
Show Data € Online agency analysis
threat
~—
N
Get Data -~
—

AT . NSIATDINTTUIUNISHIBLEAINITYINNULALTINVBITEUY
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m.clo MIBNLUUNNSIMATINTEUILASIT BUERIN1T LA TINVBITEUY
ansnsnsuunilsifuoonldnal
®) Front-End Fudoyai{ld3esvalnsarunsadunideya I0Cs 9nf
T#uSnN1938UU Cyber Threat Intelligence Analysis
©) Back-End mihilidutefilefndefugiudea wazdumesidalunis
fumdayadiflitese ieldudeyauud weilovsditoulelunmmasutoyadsd
- aTRaeuUsHIvvesdeyavineiavlefilawug e Suaan1LeY
- A53ARUANNABIYBITURUUUTEI VTRt lignsaesy UL
yhmsfumteyaiifedlustuteyatunuanddiden ¢o mensnndoyarmuaiidluszuy
dielotglfidensensiignies
- dneilonsranuirdeyaiiglivoudntdu gniosmmsUiuuves
Ussiamdayatiu wofleazdstoyadifldomdunluaununanngliuing Jnnesifoanany
ooulatiifimsdousiald uasdamanisaunudananu ddeyatuiegudiazlus vinnadly
gudeya uddliieiideyaunneuszvinmsiindeyaadugiudoyanou udr3sdmanis
aunufsnamelszuu Front-End ileuansseazidenteyalvifldeu Insseaziden
fovmmannsadouduns avesnssurumslidsgunmi me msluavesnszuiunaile
wanen1snulagsIveTEUY

Get Feeds Process
Back-End Database

EEE—

Execute Crontab

——

Get Feeds from Return
Database Feeds to Back-End API

~_ @@ J

r—'(ﬁ

Get Data from
Internet to folder
feeds_path

~—

v
Y

Mapping field > Save Data

~— @@

AN o UanslunaunTsAsteya Feeds
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mam MIvenuuunsivatesnszuumslutureunsistoyafedeyainosula
AT .o 7 kananoun1sAateya I0Cs anunasteyassulatlng
nszvrumsludunoutiazgnaa Crontab tleszynanfiarlufdeyaiuazadslung om.oo
u. 1lesanil tedrinlunisistoyaanundsteyalneeulatfidnin uaziierdunisuims
Famssruulumsldauninensssuulifismeiuilddaassly Geasfdeyannundstoya
suynsiifimsssylugiudegauiiy defdeyauudnasinl i feeds path nouuddei
foyaluvh madaguuuuneuirtufinadugudeya
me.e MIvenuuunsinavenszuIunfiouansiunounsany
AT oo Lﬂusi’?umaumiﬁﬂsﬁamﬁaﬂﬂ’uﬁﬂaﬁu'ﬁmsﬁamaimﬂi”mumi
Aounin Lwauwamalﬂmmumcﬂmimiamﬁmmﬂﬂﬂ’maaﬂauwLiﬂLﬁ@ﬂ%Uiﬂ’lﬂ? 3
Tunszuaunsvinuresiuneuiiazsaandu Contab Hiftesrynanlunisviieu waed
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Scanner Process

Back-End Database
Execute Crontab
Read Data from Return
Database Data to Back-End API

~—

Correct
last scan
7 day?

Submit Data to

Online agency analysis Update Data
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Get Report Process

Back-End Database
Y
Execute Crontab
Read ID from Return
Database ID to Back-End API

| NE—

Search report from
Online agency analysis

Risk result
correct
format?

Y

Canculate
Risk result

—o

A4
—

Canculate
Confidence Level Update Data
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a.&.a Hybrid Analysis (HA) Wussuufiliuinisiesesiiawisngain CrowdStrike
Falcon® Sandbox. Fsliuinsnsadunaziinneidsanauilidaniagldinelulad Hybrid
Analysis u Sandboxing seuladrnuiules annsosulnanlndtulUawnuldiudiuay
sesiulrlannuszian uarsesiunmslinuedilelunsieusesalusifeeidutu
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100% Medium 60% Low 20% @ua19U
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&.6.& F¥UU Back-End WA e Python Wag Shell Script
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- OS: CentOS7 Windows10
- NGINX 1.16.1
- psp
- XAMPP3.2.4
-PHP 5.4.16
- Python3.7.4
- Visual Studio Code 1.39.2
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- phpMyAdmin 4.4.15.10
- Google Cloud Platform
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<lo.m LA304 Database Server vivthiliduszuugrudeyariiedaiiuteya wltly
N1591191990938 VU T8 UUUUAN1T Linux CentOS 7 And sanswis MySQL uae
phpMyAdmin



- omle -

<lo.c A38I815WIsNIEluNTIMLN Source Code AnfisseuUUURNST Windows10
Ansagonswds XAMPP n135u Web Server uag@inf Visual Studio Code

<o WaN1TAIUY

Nan s TEULIATIeiteyaduanatunisleues vesnasinemalussuy
Ainnwideyafognauesulatl uazdnasziuaTotiuveman i eideya ileld
\Wudwtrglunsdndulaferfufoana uaranssadumdeyalslaenssangliuinig
Iinseidennamosuladrumeidvlediliuinng Seiligldauldinalunsfum
Toyaifinruiidestufonnauiidesnsdumduas lnsszuvlunmndsiasden
Fstluil

oo NUILINVDITTUY

fldaurims Login iingszuulaglddmanasinennanieuvisswariuds

wandluni .o

L2Ngseu

@rtaf.mi.th

{ anag |

naslfidinslauas
Audlguasnanivaina

AN o %1 Login

degldsuingszuunds szuvazuansilsidunisyhausing 9 Yszneusie
User Management, Penetration Testing, CSOC, Computer Check ﬁ&LLamﬂumWﬁ &
&.m.lo User Management
landu User Management 1lunsuivisdanisteyarldan wu nihuans
Finnsszuudauanslunini .o maudlvneasdendldauszuuduandunmd <.« ns
wav/au dilussuuduandunnd €. - <o



- enen -

AudlauasnadinaInA(l.a.55555uua AYUaN|A2L.va.|System Admin)

Home

.

User Management Penetration Testing csoc Computer Check

User management is a system to A penetration test is an authorized A red team is made up of offensive A mark that you make beside a
handle activities related to simulated attack performed on a security experts who attack an name or item on a list to show that
individuals' access to devices, computer system to evaluate its cybersecurity defenses. The blue itis correct or that it has been dealt
software, and services. security. team defends against the red team with, or a mark that you make.

attack. m

AN o STUUTATUANN 9 UB9TZUY

dud'leiuasnasvimannid(a,

Home / Users

+ ilugliuszun

gouadouua(d)  tRué

# o da-uwmana dartad uaava. uwm

1 8. Taweeporn Jitaksorn admin AUV, System Admin
2 . FagTTuyey Ayuau rattathammanoon Anuna. System Admin
3 wan wIYALTIR WA channarong AnUND System Admin
4 csoc esoc soc CTTRYES HRuassuy

AN & NMTUARINALATIAVIA

wnlurldeussuy

uum 2 #ia - wwana Honla:

System Adn A, Taweegom Jitaksom admin
sWaku Swa i

taweeporn_j@rtaf.mi.th LLOTRIE]

AN @@ nsuanatnsuilugldnussuy (mswileverdldem)
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Home / Users

+ winsldausuy

gouaionua(4)  wiuid

# ity da-umana dasial una.M. unum

1 0. Taweeporn Jitaksorn admin AU, System Admin
2 aa FanTTuyoy Ayuau rattathammanoon Anuna. System Admin
3 wan WIYALTIN WAFTIY channarong AR D System Admin
4 «csoc €soc €soC ELTTRIE] HAUATELL

i @@ nswanatinsunlegldenussuy (masiugldnussu - o)

sl usyuy

unun [CH fa - wana

HeuaTsuy 60 wing SasdnuT

WA

porn_j@rtaf mith

AW <o Nsuanatinsuileglgnussuu (Masmugldnussuu - o)

Audlauasnasinannna(a.a S§essuue duuan|atu.va. |System Admin)

Home / Users

[+ g ldousiuy
douaviawua(4)  winn

VAN

AN <o Nsuanantnsenlugldnussuy (Maiagldnussuy - m)

&.m.en Penetration Testing Case
#Har ¥y Penetration Testing Case L Junt19ANISHANSNARBUTEUUAINY
funsaendoielfiduteyalunisidseisfoanaumaleiuefainivgnisal (incidents) 7
Antundouriesedu CVE wagausunss saufesnenumgnizal lnedldnuannsodiu/ay
uily Auanausiufsnsuouvnemhssusuiinreuld fuandunni € - <.om
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Audlmuadnaninaima(a.a.f5es7uun AUUBN|AL.Wa.|System Admin)

Home /

Penetration Testing

Penetration Test Case  Project
A4
dlaadfaetii

& Enter dadaclwm

Unencrypted connection :
medium

n

sgl inject database : Hight

w

sq inject database : Hight

4 sali

Tdsiaa Enter Tilsiaa

sruuATIiaE T TEna UM AR I neILLLATia
suuEnIsinmsiansaiasausiesg ué (Wing
5 Virtual Run Management)

sruudiarudadfianuns

nadau

CVE

Enter CVE

CVE-2021-35246

CVE-2020-35847

CVE-2020-35847

CVE-2024-2233

STAUATIUTUNSS

Select sEAUATIITULTY

Medium

High

High

Critical

[t |

[y HIERTT)

Enter dsponu

WIYAUTIA WAFTY
WA wAET

WIYAUTIA WAFTY

$38TTUUnY ANUaN

AN €& NITUAAIILN Penetration Testing Case (A1)

AuelriuainadinainiA(3.a. §a550un ANuau|ATu.a.|System Admin)

Home / Penetration Testing
Penetration Test Case  Project
annu; 4
danfaviui
#  Enter dadaelm

Unencrypted connection :
medium

r~

sql inject database : Hight

w

sql inject database : Hight

Tusiaa Enter Tilsian

sruuRTAT AT TEna AR MU ntuuuaSia

FEUAMNSInMsAInsTIIoAzATIHI YUE (Wing
5 Virtual Run Management)

seuudarudalilfnunis

CVE
Enter CVE.

CVE-2021-35246

CVE-2020-35847

CVE-2020-35847

STALANIMTULSY

Select TEAUAINUTULTY.

Low

Medium

High

Critical
High

‘ + wiuas ‘

K519

Enter f3oonu

YIYAUTIA WAFTI
Meynsen J0daTI

YIYAUTIA WAFTI

AN & NITUEAAIMNTN Penetration Testing Case (S¥AUAINTULTI)
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Home / Penetration Testing

Penetration Test Case  Project
w4
Aarasini

o | Fnter fada0ini..

Tusiaa Enter Tsian..

CVE
Enter CVE.

SEAUAIIITUNSS

Select TZIUAIUTULT...

[+ chuea

WS

Enter giTuau,

o
HNN €.00
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wnludaaTwi

Hazasini Tsian CVE-

Unencrypted connection : mec suuanaiamnlEnaumeani CVE-2021-35246

SEALAMUTULTY seRuANUAIAN @ ETTL R RETTLE Fagswan :

Medium Medium Priority 80 F3oTTUUR ANuaN

ia Labels

ransomware, data-leak microsoft windows update, shitrix

TIUANEUR ©

User: user Password: User101

2N €eo NISUAAIUTA Penetration Testing Case (MshAluaiaslnng)

Wingaaini

diarinatii : Tsan CVE:

9THI ABC sruuaTinanlsznaunvant CVE-2020-4303

THEUAIMUTULTY TrAuAMNEIAY : seduaruiula Harfroa
Critical Priority gessuy ey

Labels:

ransomware,data-leak microsoft windows update,shitrix

Neandun

AU,

Tl Sync

u|Agu.na.|System Admin)

Home / Penetration Testing
Penetration Test Case | Project [m
A4
daszuu ey wibuRsuAutay  dasidsaiuein o s swandn
. Suiisn  Suidude
&  Enter dosiuy Enter laufiA&o Select mizuWs Enter fingfilssam oo PR Enter muasidun
1 sruuemafaaslnaun AM0627.1/807 4 (3- WA 2567 u.A. 2567  frsweather.ddns.net:8123
aaflauinouuudSia
2 sawdwsiamsfanssuioasan nu0619.2/565 auna aaxd (6- u@ 2567 wa 2567  hitps//weloveaomanao site/herarun/
sgu8M19 w6 (Wing 5 Virtual Run
Management) e
vIma
3 muudanodayfuinung AM0625.2/847 - i (5- uA. 2567 w.A. 2567 httpi//10.107.172.48/schedulewing46

a v . . ° 1 U a
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flafidu csoc dmiugudufoanisiuasiunsaondolowes Fei
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Adervnuazmeluladivuateluniaihseadoyainiovns seuuledt wagnouauasie
masaifliund Whmnendndeundestoya wazszuusins q mnnslandnsleues 1wy
Malware, Phishing #38n1519155UU Lilefnwianulasndsuazauundedevesesdns
dwsulaganansaldauiiuseuy lnganansaaundeyalanie wu vineavled tawy gons
L0 AIUEY Lagn1snTeatona (Filtering) 1Wu nm3nsesrudonislaud vianislaud nie
sefuANTUUTITasNsTaNd Welwnaviiuiiiussavsnmanntufuandunnd coc -
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AudlafiuasnasinanA(3.a 5§855uUN ANUau|ALiva.|System Admin)

Home / €50C
69w Blackistlp
A 57
Filter by dadasiui Filter by 2fiin Filter by s=@uAMusuUsY
# dodaciui Enter dhunatu Uflla Enter wila STAUANINGUNSY Select sEUAILITULT
1 TRQJAN CoinMiner Known Malicious Stratum Authline Trojan low
2 TROJAN Observed Malicious SSL Cert (IceRAT) Trojan low
3 MOBILE MALWARE Trojan.Android0S.Hiddad.br Checkin Trojan low
4 TROJAN Observed DNS Query to Abused DDNS (ddnsgeek .com) Trojan low
5 TROJAN Win32/Fynloski.AA DNS query for CnC Trojan high
6  TROJAN Win32/Neutrino Bot Malicious SSL Trojan critical
7  TROJAN Observed Suspicious SSL Cert (testexample) Trojan medium
8  TROJAN Win32/LockDNS.A Checkin Trojan high
9  TROJAN Possible Panda Banker DGA Lets Encrypt SSL Cert Trojan low
10 TROJAN STOP Ransomware CnC Activity Ransomware critical
11 TROJAN Backdoor.Win32/Bdaejec.A CnC Domain in DNS Trojan high
12 TROJAN Glupteba CnC Domain in DNS Lookup Trojan low

AN o NTUEAININIL CSOC

Audlauasnaninainia(a.a s5655uua Auuaujawu.va.|System Admin)

Home / CSOC
29Tni | Blacklistlp
1w 57
Filter by dadasTui Filter by aliin Filter by szeiumusuUT
g iladaviwd Enter dadaatnd uiia Fnter wila srAUAINTUNSY Select sERLAIITULSY
1 TROJAN CoinMiner Known Malicious Stratum Authline Trojan low
Low
2 TROJAN Observed Malicious SSL Cert (IceRAT) Trojan low Medium
3 MOBILE MALWARE Trojan.AndroidOS.Hiddad.br Checkin Trojan low High
Critical
4 TROJAN Observed DNS Query to Abused DDNS (ddnsgeek .com) Trojan low

AN €o& NMIUTULAINITHANING (SEAUAIUTULT)
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CSoc Case

ia uila
TROJAN CoinMiner Known Malicious Stratum Authline Trojan
TEAUANUTUUTY | Tuandun

Low 1Ju Trojan Wifhferidunasya Cryptocurrency Soasawuuu IP Address 229
aaf va.duavin Mvuzhas dorfindainivay
M3 Lateral Movement annwizng C2 16

”

cusee (3

2NN o NSHARISIBALLEEA CSOC Case

quilauasnasinainia(a.a s5855uUe ANuan|awu.va.|System Admin)

Home / £S0C
za9ind | Blacklistlp
AU 5000
Filter by Ip Filter by Uszma Filter by siadeing
¥ Ip Enterlp. iszma Enter Usana sadann Enter dadoing..
1 16.135.164 India 1w 1P 3 nsEuu Wiadud . e 6s
2 1.9.35.180 Malaysia 1L 1P aansgun WlaFud . 1.u6s
3 1.9.82.72 Malaysia 120 IP RanszuuLA adui .. 065
4 1.10.184.134 Thailand i 1P 3wy diadud . e 65
5 1.14.17.89 China 1 1P anszuui dlaiud . wa6s
3 1.15.143.77 China wai 1P aszumy ilatud . mu6s
7 1.15.150.193 China 13 1P 3anssuiy diaFud .. 10,65
8 1.15.174.165 China i 1P 3T Wadud . wa6s
9 1.15.175.155 China e IP 2 nstuwn daiui .. 61065

AN Cosd NITUAAINANLNLLAY IP Y0INT5LaUR

quilsuasnaninainia(a.a. S5essuyn AYuau|Azu.va.System Admin)

Home / CSOC

#a9ini | Blacklistlp

AU 5000
Filter by Ip Filter by uszima Filter by 2iadaina

M Ip Enterlp. wszma Enter Uszna., aiaduan Enter Yadoine..
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Ip: dseine :

1.6.135.164 India

Toasdon dadoina

o q N P
Toasnigamanienl U 1P sz fladui .. w65

2NN o NISHANISI8ALLIA Blacklist IP

N5l ausEUUgiENsaLanssIgaridenveteyadisnAnau tngLanIxa
nuMTieTziteyassanauiissuudduinngidaulliuinsinagide anay
poulatiafadngn wo Sudu dsldundoya Last Scan, Threat, Malware, Status, Host, g9715
wea, mnetavledl wazeLey, Status, Actor Group WagA Risk Result filsnnnanis aunu
wenaNE usn1snseideanaiueeulal wag Confident Level N1USEAUAILTULT
Fa3Uil Coc - Cok

&em.& Computer Check

flsfdusanan Heliguaszuvannsomnuaialesneufinmesniely
psdnaftauiseTadonna noukisazideaanuzdunstdesiuiliisadondu do
A9 vhoaufi Suiiaveu minelavled szuvUfuAnisd mdsldau anuzves
Firewall/Antivirus sasfsantumsaluvidoyavesniesaeuiameifanslunni < o -
& be

AuilanuainainainA(a.a.558551ue Auuau|ay.na. System Admin)

Home / Computer Check
Computer Check List + An
A 2
daritdem Whuisudiutou P seuudfiidnns anu Firewall Anus Antivirus Shared
g Enter Hacildou Select wihhaAsuANL Enter IP. Select ssumlfiidnn Select @nTuy Firew: Select amuy Antiviru Select Share
1 ADMIN-FTS-03 sr.msiu 192.168.0.212 Windows da da (da
2 DESKTOP-DM9P124 ATy 10237.192.67 Windows e e \da

27 €lao NISUAAITIBAZLEEATEUU Computer Check
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Hartaian Wi : syuuluEaTs

s.anins Snsdnes - Windows

Ip Mac Address Hostname : Version

192.168.0.1 00-B0-D0-63-C2-2 bart.computerhope.c 10

Patch : anug Firewall anug Antivirus @nug Shared

il iila i)

Tusunu Auto Run

microsoft office 365, adobe, vs code, google google chrome

User Login

443: tep/udp, 80: HTTP user1: admin, user2: system

Password Browser Fagsraoiu

S3omsaue Auuay
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Threat Intelligence 910 m wiiasTinm3aufulsznaude

&.@.0 Virus Total (https://www.virustotal.com/) Gz'fﬂLﬂuﬁUlWirﬁuaﬂﬂﬂﬁU%ﬂﬁ
Online Cyber Threat Intelligence ﬁgﬂﬂ’wméﬁg{u‘lﬁm Google Inc. (??ﬂLLG]'La’eJu 1.8 booa i
futinideiiertufonnmunasyuruinuf o@ (Community) resduinndeyansasiaiiios
wazifuiuled il Antivirus Engines Srunusnnfinegliuinsiiasesideanau Fadu
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¢.o.b IBM® X-Force Exchange (https://exchange xforce.ibmcloud.com/) LT u
Auleduesdliunig Online Threat Intelligence Agency ﬁgﬂﬁ’wm%ﬂ@w%ﬁw Todidu &
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&.@.on Hybrid Analysis (https://www.hybrid-analysis.com/) v UL’?UI%G]“UENQ}
15u3n13 Online Cyber Threat Intelligence ﬁlﬁﬂ’amvﬁl*&ns{ﬂm%wﬁlﬂu Sandbox ﬁlgﬂ
WaunTulne CrowdStrike Falcon W liuTnislegdunuainuuasnisniesiiuy Endpoint
Security Wag Endpoint detection and Respond (EDR) #519@0UaNH9nT2UUN1T TUN1S
¥reurenaied Endpoint lun1sinsevideanau Hedudeudotussuuaanddaili
annsansRaouazisyisdognaaldanyaiiniinndeudodudumesidaifiosudinng
Anda Agent aqﬁl,ﬂ%aquﬂmjﬁ%tﬂﬁzi’a ﬁuﬁuﬂuqmﬁuﬁﬁﬂﬁ Hybrid-Analysis gnialy
Tuns eaevszuuasil

Tnosziudsnananunsansulandizesnisanatlunisdumdeyadonnaialuay
Anseide anaumsluues veninsruuildiantuugs dldnuansoldoudiiuns
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&l Ugnuazauassalunisaiunis

¢lo.o 130swasandesiu (Trust) vesdeyaditmnldou ufeiinisdsluaunusa
91ngl#U3n15 Online Threat Intelligence 91nvanefiudafiniu agnalsinugliunisusas
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CYBER INTELLIGENCE

The products and processes across the intelligence cycle of assessing the capabilifies, infentions, and
activifies — technical and otherwise —of potential adversaries and compefitors in the cyber domain
with cyber counterintelligence as a sub-discipling)

TECHNICAL COMPETENCIES

The techrical foundation for understanding the hardware
and software of information and communications
Techno|ogy, especiu”y as 1|'IE!}' relate to cybersecurity.

ANALYTIC COMPETENCIES

The human science basis for complex analysis of data and
information from a variety of sources, including foundations
of strategy, crifical and systems thinking, reasoning and
logic, problem solving, and decision making.

(OMMUNICATION AND ORGANIZATIONAL COMPETENCIES

These compefencies emphasize clear expression
of opinions and reasoning, along with effective
communication of one's ideas in writing, oral
presentation, and visual display, as well as project
management skills.

KNOWLEDGE MANAGEMENT (INFORMATICS) COMPETENCIES

The knowledge management and information science
toundation for planning and organizing information
collection (collection management), applying tools o
gather and support complex data and information analysis
and presentation.

CONTEXTUAL DOMAIN COMPETENCIES

The sector-specific, national/regional, and/or sociocultural
toundations for analyzing complex problems; identifying
key actors and roles; assessing percepfions, inferests and
intentions; sensemaking; drawing inferences from actions
and behaviors; and discerning situational influences.
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